eSafety

I

W -

Types of malware:

Trojan: type of malware that is often disguised as

legitimate software
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Virus: replicates by copying itself to another
Malware: software that is specifically program, computer boot sector or document and
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Fraud: wrongful or criminal deception E
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designed to disrupt, damage, or gain | | changes how a computer works -
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intended to result in financial or personal
gain

Scams: a dishonest scheme/ fraud

unauthorized access to a computer system

Hacking: the gaining of unauthorised access

to data in a system or computer Worms: spreads copies of itself from computer to
computer :
Phishing: cybercrime in which victims are
contacted by email, telephone or text
message by someone posing as a legitimate
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Computer Misuse Act 1990: Copyright facts Identity theft:
1. Unauthorised access to + Copyright is automatic and there is no need to register for it. Identity theft can involve these risks:
computer material + The symbol @ indicates copyright but a piece of work is still covered || » Loss of bank details
2. Unauthorised access with without it, » Someone pretending to be the victim.
intent to commit or + does not last forever and will expire after a certain period of time. » Making payments as the victim.
facilitate a crime o Itis I"le to share oopyrlghted material on the internet without r fhey can steal your p“sporf and travel around
3. Unauthorised modification the copyright owner's permission. with it
of computer material. + If you create a piece of work for your employer, the copyright
usually belongs to them.
Questions:
How can you prevent your computer from viruses?
2. What would be an example of breaking the computer misuse act?
3. What is the symbol for copyright?
4. Give 3 ways you should sit at a computer to ensure health and safety

5. How can you prevent yourself from being a victim of identity theft?



